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Abstract 

This article is dedicated to enterprise risk management, specifically the problem of subjectivity of decisions made on different phases of 
risk management process, risk assessment in particular. Quality of decisions strongly affects the effectiveness of risk management process 
as a whole; at the same time, standards regulating risk management do not provide any instruments to support the decision-making process. 

The main objective of this study is to decrease the subjectivity of decisions made during the risk management process by integrating 
decision theory tools into the risk assessment phase. As a result, an approach to risk assessment using Analytical Hierarchy Process is 
introduced; the approach is then implemented to IT Service Management processes. 
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1 Introduction 

Effective IT Services management (ITSM) proves to be 
impossible without managing inherent risks of ITSM 
processes.  

Each company despite of its size and specifics encoun-
ters the need to manage various types of risk. Experience of 
largest international enterprises demonstrates that the 
company cannot reach stability and increase its efficiency 
when risk management process is not embedded into the 
management system of the company [1]. 

The key part of risk management is a decision making – 
efficiency of risk management process is directly dependent 
on ability of decision makers to make informed decisions 
[2]. But people tend to make wrong decisions. According to 
D.Hubbard [3], human errors related to subjectivity in 
decision making are one of ten main causes of ineffective 
risk management [3]. 

Thus finding risk management tools that would elimi-
nate possible subjectivity of decisions to be made becomes 
an important issue. It seems appropriate to focus on risk 
assessment. During risk assessment, current threats and their 
impacts are identified, then identified risks are prioritized. 
Company management decides on risk response strategies 
based on risk assessment results, that is why well-informed 
decisions made during risk assessment are vital for 
efficiency of risk management process as a whole. 

2 Approaches to risk assessment  

There are a number of standards and methodologies desig-

ned to assist company management in developing risk ma-

nagement systems. The most widespread and universal 

standards are FERMA, ISO 31000:2009 and COSO II. 
Despite of versatility, each of the documents is aimed at 

a specific goal, which causes the difference in  types of risks 
and risk management tools described by them. However, 
one can identify similarities in risk assessment processes 

described by standards. Analysis of risk assessment 
approaches defined by COSO II, FERMA, ISO 31000 
(Figure1) revealed that there are three basic tasks to be 
completed during risk assessment; those are risk 
identification, measurement and prioritization. Each task 
requires decision making – whether it is choosing a method 
for risk identification and measurement or ranging the 
identified risks. Choosing risk identification and measure-
ment methods is a very particular problem as selection 
criteria strongly depend on company profile. As a result, 
methodologies and standards do not describe definite tools 
for choosing a method but provide general recommen-
dations. On the contrary, there is a  widespread tool used for 
risk prioritization offered by each of the documents listed 
above – that is a risk matrix. Columns of risk matrix describe 
the likelihood of risk occurrence and rows present the 
consequences - possible impact of risk occurrence. Impact 
assessment criteria can include financial, reputational, 
operational, compliance and other consequences. 
Companies typically define impact using a combination of 
these consequences given that different risks may have dif-
ferent impacts on the company (see an example of impact 
assessment scale in Table 1). However, usage of risk matrix 
has its disadvantages. L.A.Cox states that usage of risk 
matrix for risk evaluation has several limitations [4]: 

• Typical risk matrices can correctly compare a 

small fraction (less than 10%) of randomly 

selected pairs of hazards; 

• Effective resource allocation for risk 

countermeasures cannot be based on categories 

provided by risk; 

• Risk matrices can mistakenly assign higher  (or 

lower) qualitative ratings to quantitatively lower 

(or higher); 

• Ratings derived from risk matrices may be 

subjective and dependent on judgements of a 

decision-maker. 
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Figure 1 Risk management process in COSO II, FERMA, ISO 31000 

The last two limitations listed above strongly affect the 

quality of decisions made by company management. They 

can be surpassed by developing a highly detailed risk 

assessment scale and by using risk measurement methods 

effectively. However, companies tend to develop risk 

matrices based on subjective judgements due to limited time 

and human resources (which is a quite common situation).  

Obviously, standards and best practices in risk manage-

ment do not suggest tools and methods to decrease subjec-

tivity of decisions made during risk assessment. Neverth-

eless, such tools are well known in decision theory that 

offers a reasonable approach to decision-making under un-

certainty, when the result depends solely on the preferences 

of the responsible person. 
3 Decision making techniques for risk assessment  

As consequences of risk occurrence affect various aspects 
of the company (and IT Service Management in particular), 
it is reasonable to use multicriteria decision-making 
methods for risk ranging. These methods would allow us to 
avoid usage of risk matrices and enable to range risks based 
on decision maker judgments. 

Researches dedicated to decision making methods 
indicate that such methods (ELECTRE, TOPSIS, 
PROMETHEE, AHP, etc.) provide similar evaluation of 
alternatives being considered [5, 6]. So choosing a decision-
making method entirely depends on the type of the problem 
faced by decision maker. 

TABLE 1 Illustrative impact scale for risk assessment 

Rating Descriptor Definition 

5 Extreme 

• Financial loss of $X million or more 

• International long-term negative media coverage; game-changing loss of market share 

• Significant prosecution and fines, litigation including class actions 
• Significant injuries or fatalities to employees or third parties, such as customers or vendors 

• Multiple seniors leaders leave 

4 Major 

• Financial loss of $X million up to $X million 
• National long-term negative media coverage; significant loss of market share 

• Report to regulator requiring major project for corrective action 

• Limited in-patient care required for employees or third parties, such as customers or vendors 
• Some senior managers leave, high turnover of experienced staff, not perceived as employer of choice 

3 Moderate 

• Financial loss of $X million up to $X million 

• National short-term negative media coverage 
• Report of breach to regulator with immediate correction to be implemented 

• Out-patient medical treatment required for employees or third parties, such as customers or vendors 

• Widespread staff morale problems and high turnover 

2 Minor 

• Financial loss of $X million up to $X million 

• Local reputational damage 
• Reportable incident to regulator, no follow up 

• No or minor injuries to employees or third parties, such as customers or vendors 

• General staff morale problems and increase in turnover 

1 Incidental 

• Financial loss up to $X million 

• Local media attention quickly remedied 

• Not reportable to regulator 
• No injuries to employees or third parties, such as customers or vendors 

• Isolated staff dissatisfaction 
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In order to select a decision-making method to support a 
risk prioritization process, we used quite general criteria for 
comparative evaluation of methods [7]: 

• Possibility to use both qualitative and quantitative 
information about preferences of decision maker; 

• Ability to quantitatively rank the alternatives to ensure 
clarity of the results and ease of interpretation; 

• Ability to check the consistency of received decisions; 
• Availability of mechanism to define a scale of 

evaluation criteria; 
• Relative ease of use – there should be no need to 

involve experts or have a specific knowledge to 
apply the method. 

We performed a comparative evaluation of methods for 
compliance with the selected criteria based on the analysis 
of studies on practical applications of multicriteria decision-
making methods [5][6][8][9][10]. As a result we decided to 
apply AHP for risk assessment as it fully complies with 
evaluation criteria (see the results of evaluation in Table 2). 

In this research we used AHP to assess the influence of 
risks on different aspects of IT Service Management. 

TABLE 2 Decision making techniques for risk assessment 

Criteria AHP ELECTRE PROMETHEE TOPSIS MAUT 

Quantitative and qualitative information      

Quantitative ranking of alternatives  × (not all methods of the family)   

Consistency check    ×  

Mechanism to define a scale of evaluation criteria  × × × × 
Ease of use  ×   × 

4 Applying AHP to ITSM processes risk assessment 

Risk assessment model using AHP is applied to the results 
of IT control environment assessment project performed for 
a large company engaged in development and support of 
customized software, IT outsource and IT consulting. 
During the project compliance of internal control system to 
requirements of Sarbanes-Oxley Act was assessed. General 
methodology of control environment assessment was based 
on COSO II requirements to internal control system. As risk 
is an event preventing the process from achieving its goal, 

IT goals in accordance with Cobit 5 documents were used 
for risk identification. 

As an interim result of control environment assessment 
project a register of risks inherent to the company was deve-
loped. For current research we chose to analyze risks in ITSM 
processes; in Cobit 5 documents these processes are described 
in “Deliver, Service and Suport” (DSS) domain. Risk 
assessment is performed only for those risks in DSS domain 
that were not mitigated by relevant control procedures at the 
time of the project and for which a risk response strategy is to 
be developed (see a list of risks in Table 3).  

TABLE 3 Unmitigated risks in ITSM processes mapped to Cobit 5 

Cobit 5 process Risk # Risk description 

DSS01 Manage operations IT.R2 
Inability or delay in recovery of information systems due to inability to maintain recovery procedures or 

improper recovery. 
DSS02 Manage service 

requests and incidents 
IT.R3 

Incomplete or untimely resolution of incidents and service requests due to incomplete registration of 

incidents and\or untimely processing of requests (including violation of SLA). 

DSS03 Manage problems IT.R3 
Incomplete or untimely resolution of incidents and service requests due to incomplete registration of 

incidents and\or untimely processing of requests (including violation of SLA). 

DSS05 Manage continuity IT.R5 
Unauthorized usage of information resources of the Company including introduction of changes to 

financial data due to granting unauthorized access or extended privileges. 

DSS06 Manage business 
process controls 

IT.R7 

Incorrect operation of information systems due to (1) implementation of unauthorized or not fully tested 

changes to information systems; or (2) incorrect implementation of the change management cycle to 

newly developed systems. 

Risks in ITSM processes are the alternatives to be 

ranked based on developed evaluation criteria. We used 

financial, reputational, operational and compliance 

consequences of risks as such criteria. Those are often used 

when developing a risk matrix and happen to be the most 

widespread. However, AHP does not limit a number of 

criteria to be used for assessment – one can evaluate a risk 

impact on a greater number of consequences if needed. 

Problem of risk ranking in ITSM processes is shown as 

a hierarchical structure of objectives, criteria and 

alternatives in Figure 2. 

 
Figure 2 AHP risk assessment hierarchy 
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In our research the decision maker is a Head of IT 

Department in a company where control environment was 

assessed and unmitigated risks in ITSM processes were 

identified. Pairwise comparison matrix for defined criteria 

is developed based on judgements of the decision maker; it 

is worth to mention that priority of criteria is defined 

according to the impact on IT Department performance and 

not the performance of the whole company. Determining of 

global priorities of criteria through calculation of 

normalized principal eigenvector is performed using 

MATLAB R2014a (Version 8.3). Results of calculation are 

shown in Table 4. 

TABLE 4 Pairwise comparison of risk assessment criteria 

Criteria 
Financial 

consequences 

Reputational 

consequences 

Operational 

consequences 
Compliance 

Weight of 

criteria 

Financial consequences 1 4 2 1/3 24% 

Reputational consequences 1/4 1 1/3 1/4 7.58% 
Operational consequences 1/2 3 1 1/5 14.24% 

Compliance 3 4 5 1 54.18% 

Usage of pairwise comparison matrix provided us with 

a quantitative representation of decision maker’s subjective 

judgements regarding importance of given criteria when 

assessing consequences of risk realization. Consistency 

index of the matrix is 7% which is an acceptable level (less 

than 10%) meaning that judgements of the decision maker 

are consistent and can be used in assessment. 

Next step is making a pairwise comparison of 

alternatives (risks in ITSM processes) in context of 

developed criteria; this comparison is also based on decision 

maker’s opinion and provides us with risk weights regarding 

specific criterion. Example of pairwise risk comparison in 

context of financial consequences is shown in Table 5; same 

comparisons were made regarding other criteria as well. 

TABLE 5 Pairwise comparison of risks in context of financial consequences 

 IT.R2 IT.R3 IT.R5 IT.R7 Risk weight 

IT.R2 13% 26% 34% 7% 13% 

IT.R3 5% 19% 13% 6% 8% 

IT.R5 56% 6% 5% 59% 46% 

IT.R7 26% 50% 48% 29% 32% 

After determining risk weights with respect to each 

criterion we performed a comparison of risks based on 

global priorities of criteria shown in Table 4 and calculated 

composite risk weights (see Table 6 for results). As seen 

from Table 6, ranking of risks in ITSM processes after 

applying AHP to risk assessment is the following: firstly, 

risk response strategy has to be developed for risk IT.R5 as 

it has the biggest weight and thus the biggest influence on 

business activity of the company. Then risk response has to 

be developed for risk IT.R7; after that risks IT.R2 and IT.R3 

need to be considered.  

TABLE 6 Pairwise comparison of risk impacts on evaluation criteria 

 
Financial 

consequences 

Reputational 

consequences 

Operational 

consequences 
Compliance 

Composite risk 

weight 

Weight of criteria 24% 8% 14% 54%   
IT.R2 13% 26% 34% 7% 13% 

IT.R3 5% 19% 13% 6% 8% 

IT.R5 56% 6% 5% 59% 46% 

IT.R7 26% 50% 48% 29% 32% 

5 Conclusion 

Evaluating the results of applying a decision-making 
method is a nontrivial and hardly feasible task.  Decision-
making methods are applied in cases when there obviously 
cannot be a clear answer; these methods are designed to help 
a decision maker systematize his judgements and formalize 
the decision-making process.  Thus, applicability of the 
concrete method is also decided by a decision maker based 
on ease of use, transparency and consistency of the method 
with natural course of thinking. AHP has several advantages 
– first of all, AHP enables a decision maker to take into 
account the human factor in a decision making process, 
including those cases when decision is made not by one 
person but a group of people. Secondly, AHP allows to 
quantitatively express the preference of one option over 
another. This, in turn, allows to fully identify preferences of 

the decision maker, and consistency check shows whether 
we can trust the results. The method is general-purpose as it 
can be applied to the task from any field. Thanks to 
hierarchical representation of the problem suggested by 
AHP, the decision maker can divide the problem into 
separate tasks and delegate them to several experts. 
Therefore, it can reduce the complexity of data preparation 
and the difficulty of application of the method which occurs 
when a large number of criteria and alternatives is assessed 
(in this case, the number of pairwise comparisons to be 
carried out increases drastically). 

One way to develop our research is to revise evaluation 
criteria. As we stated earlier, risk is an event preventing the 
process from achieving its goal. Obviously, achievement of 
different goals brings different value to the company. AHP 
allows using multiple levels of criteria, so it seems useful to 
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define the relative importance of each goal and conse-
quences influencing achievement of this goal, and the assess 
the risks. Moreover, it seems appropriate to automate the 
method and create a system that would interpret the results 
of the method in understandable terms. Currently, results 
obtained after applying AHP can be easily interpreted if we 
assess a relatively small number of criteria and alternatives; 
when assessing a bigger number of factors interpretation of 
the results with respect to each criterion becomes more 
complex.  

Developed approach to risk assessment was reviewed at 
Enterprise Risk Services department of international 
company providing audit and consulting services.  Peer 

review confirmed that currently experts use risk matrices for 
risk prioritization when developing risk management 
systems in the companies of different profiles. Risk 
evaluation is often carried out by voting of client’s senior 
management regarding importance of different risks based 
on the prescribed scale. It was noted that using AHP for risk 
assessment would help to decrease the subjectivity of 
estimates and check the consistency of judgements of senior 
management. The approach was applied to results of 
finished projects; the approach was said to be adequate and 
recommended for usage in future projects on developing 
risk management system and assessing company risks. 
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